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Introduction 

The Department of Justice (DOJ) Antitrust Division (ATR) controls and manages a Management 
Information System (MIS) used to process, store and transmit information.  The ATR MIS is a Sensitive 
But Unclassified system that supports the Antitrust Division by providing a platform for processing, storing 
and transmitting management, support and historic mission-based information.  
 
The Antitrust Division makes broad use of National, Government and Department standards in assuring 
the protection of Privacy Act systems under its control.  A key part of the standards focus on mandated  
Federal Information Processing Standards and associated National Institute of Standards and 
Technology Special Publications.  The Antitrust Division has developed a managed process to ensure its 
automated systems security programs are current with all applicable revisions and releases of applicable 
Federal standards.  This is complimented by activities to ensure system patches and fixes are fully 
current and security configuration polices are not compromised. 
 
ATR regards the protection of information as a mandatory requirement in the enforcement of antitrust law 
in both criminal and civil enforcement actions.  Continuing enhancement of security safeguards and 
procedures assist the Antitrust Division in supporting all of its security objectives through  application of 
Federal Information Security Management Act (FISMA) requirements and industry Best Practices. 
 
 

MIS PIA Framework 

Document Compliance 
 
This MIS PIA complies with the Privacy Impact Assessment Official Guidance issued by the DOJ Privacy 
and Civil Liberties Office, effective August 7, 2006.   
 
Document Organization 
 
Introduction 
MIS PIA Framework 
Section 1.0 The System and the Information Collected and Stored within the System 
Section 2.0 The Purpose of the System and the Information Collected and Stored within the System 
Section 3.0 Uses of the System and the Information 
Section 4.0 Internal Sharing and Disclosure of Information within the System 
Section 5.0 External Sharing and Disclosure 
Section 6.0 Notice 
Section 7.0 Individual Access and Redress 
Section 8.0 Technical Access and Security 
Section 9.0 Technology 
Conclusion 
Appendix A: ATR SORN 
 
 
Document Audience 
 
This document is intended for public access. 
 



      ATR MIS PIA 

2 

Document Change Control 
 
The Management Information System PIA is subject to a formal configuration control process to provide 
for tracking of changes. 
 
MIS PIA Point of Contact 
 
Mr. Thomas King 
ATR Executive Officer 
Patrick Henry Building 
601 D Street NW, Washington, DC 20530 
Telephone: 202-514-4005 
E-mail: THOMAS.KING@USDOJ.GOV 
 
 

Section 1.0 
The System and the Information Collected and Stored within the System. 

1.1 What information is to be collected? 

MIS stores ATR management, support and mission-based information.  The information is collected 
consistent with OMB Circular A-11 and the fulfillment of antitrust enforcement activities. 
 
MIS applications currently include Information in Identifiable Form (IIF) in the general categories and for 
the particular groups listed below:   
 
 Data Type    Data Obtained From 
 

Name     Company, Law Firm, Government Staff, Contractor Staff 
Address     Company, Law Firm, Government Staff, Contractor Staff 
Telephone Number    Company, Law Firm, Government Staff, Contractor Staff 
Social Security Number   Government Staff 
Staff ID     Government Staff, Contractor Staff 
E-mail     Government Staff; Contractor Staff 
Gender     Government Staff 
Home Address    Government Staff 
Home Telephone Number   Government Staff 
Race     Government Staff 
Disability Status    Government Staff 
Salary     Government Staff 
Contractor Billing Rates    Contractor Staff 
Date of Birth    Government Staff 
 

1.2 From whom is the information collected? 
Information is collected from parties to, or targets of, criminal or civil antitrust investigations.  Information 
is also collected from ATR government and contractor personnel who support the Division’s mission. 
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Section 2.0 
The Purpose of the System and the Information Collected and Stored within the 
System. 

2.1 Why is the information being collected? 

Information is collected to support ATR’s mission; specifically promotion and protection of the competitive 
process and the United States economy through enforcement of antitrust law.  Information stored within 
MIS represents the institutional knowledge of the Division.  Information is also collected to support ATR’s 
management and operations. 
 

2.2  What specific legal authorities, arrangements, and/or agreements authorize the 
collection of information? 

ATR is authorized to collect mission-based information under the provisions of the Sherman Antitrust Act, 
the Clayton Antitrust Act, and the Hart-Scott-Rodino Act.  In addition, ATR is authorized to collect 
management and support information under the provisions of OMB Circular A-11. 
 

2.3 Privacy Impact Analysis: Given the amount and type of information collected, as 
well as the purpose, discuss what privacy risks were identified and how they 
were mitigated.   

Privacy risks would result from a breach to ATR’s security safeguards as implemented on MIS, which 
could subsequently compromise the confidentiality, integrity and availability of information.  This breach 
would occur, primarily, through unauthorized access that would enable an adversary to disclose, damage 
the integrity of, or prevent the availability of information used to support the enforcement of antitrust laws 
and executive operations. 
 
The risk of data compromise, or the theft of backup tapes, is mitigated by several steps.  Physical 
security, such as guards, access badges and security cameras help ensure there is no unauthorized 
access to component facilities.  Unauthorized access to the system itself is addressed by network 
intrusion detection systems, firewall log monitoring, malware detection and correction software. To 
prevent unauthorized use by agency employees, audit logs are kept and checked at regular intervals.  
Unauthorized use by a Federal employee will be subject to strict penalties. 
 
ATR implements security controls as mandated in Security Requirements for Federal Information and 
Information Systems, and Recommended Security Controls for Federal Information Systems.  
Implementation of these controls and associated risks and mitigation is reflected in required security 
documentation. 
 
 

Section 3.0 
Uses of the System and the Information. 
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6.2 Do individuals have an opportunity and/or right to decline to provide information? 

No. Any Privacy Act information that may be collected is related to Division law enforcement purposes.   
 

6.3 Do individuals have an opportunity to consent to particular uses of the 
information, and if so, what is the procedure by which an individual would provide 
such consent?  

No.  Any Privacy Act information that may be collected is related to Division law enforcement purposes.   
 

6.4 Privacy Impact Analysis: Given the notice provided to individuals above, describe 
what privacy risks were identified and how you mitigated them. 

The predominant privacy risk lies in improper disclosure. All DOJ government and contractor staff are 
aware of penalties regarding improper use of information per Entry On Duty training materials and Rules 
of Behavior. 
 

 

Section 7.0 
Individual Access and Redress  

7.1 What are the procedures which allow individuals the opportunity to seek access 
to or redress of their own information? 

Individuals may make a request for access to or amendment of their records under the Privacy Act unless 
the particular System of Records is exempted from the access and amendment provisions. 
 

7.2 How are individuals notified of the procedures for seeking access to or 
amendment of their information?   

Notice of an individual’s rights under the Privacy Act is provided through publication in the Federal 
Register of a System of Records Notice and in Departmental regulations describing the procedures for 
making access/amendment requests. 
 

7.3 If no opportunity to seek amendment is provided, are any other redress 
alternatives available to the individual?  

No.  
 

7.4 Privacy Impact Analysis: Discuss any opportunities or procedures by which an 
individual can contest information contained in this system or actions taken as a 
result of agency reliance on information in the system. 

Information on Government employees or contractors may be addressed through a written request for 
correction if necessary.  This process also applies to business or private individuals who may request a 
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correction to publicly available information.  An individual may file a lawsuit under the Privacy Act after 
following appropriate administrative processes. 

 

Section 8.0 
Technical Access and Security  

8.1 Which user group(s) will have access to the system? 

The following user groups have access to MIS: 
 

• All Antitrust Division staff are required to use the Division’s Time Reporting System (TRS). 
• MIS Privileged Users, including Network Administrators, Database Administrators, Application 

Developers and Web Analysts have access to MIS applications.  These privileged users include 
Government personnel and contractors. 

• Subject-Matter Experts whose privileges to management and support and mission-specific 
information are based on job description. 

 

8.2 Will contractors to the Department have access to the system? If so, please 
submit a copy of the contract describing their role with this PIA.  

Contractors have access to the system in the capacities referenced in Section 8.1.  Contract documents 
are available but not attached and may be provided by the ATR Point of Contact.  
 

8.3 Does the system use “roles” to assign privileges to users of the system? 

MSS implements three basic roles for MIS:  
• End-User 
• Developer 
• System Administrator/Database Administrator 

 

8.4 What procedures are in place to determine which users may access the system 
and are they documented? 

The procedures in place to determine which users may access the system are documented in the MIS 
System Security Plan that addresses all of the areas identified in Section 3.5 of this PIA, including how 
ATR employees are granted system access based upon their organizational role and need to know, 
authorizing officials, technical aspects of authentication management, and software use and engineering 
to ensure the protection of data maintained by ATR.  The MIS System Security Plan also includes details 
regarding password management, account management, and auditing for each user group, in 
accordance with DOJ Order 2640.2E.   
 

8.5 How are the actual assignments of roles and rules verified according to 
established security and auditing procedures? 

Individuals have specific roles that limit them to the data they enter or have specific rights to address.  
Actual assignments of roles and rules are established for ATR in its MIS System Security Plan that 
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addresses such areas as how ATR employees are granted system access based upon their 
organizational role and need to know, authorizing officials, technical aspects of authentication 
management, software use and engineering, and the auditing of access files to ensure the protection of 
data maintained by ATR.  The use of JMD-mandated tools for security configuration compliance enables 
this verification, including, for example, whether guest/anonymous accounts are disabled and identifiers 
are unique. 
 

8.6 What auditing measures and technical safeguards are in place to prevent misuse 
of data? 

The following in-place auditing measures and technical safeguards are applied to prevent misuse of data.  
ATR constantly evaluates new technologies and procedures to enhance these capabilities.  These 
controls include: 
 

• Authenticator/Password Management -- Application and monitoring of initial distribution, 
composition, history, compromise, and change of default authenticators. 

 
• Account Management -- Application and monitoring of account establishment, activation, 

modification, disabling, removal (including unnecessary/defunct accounts) and review, all of 
which support implementation of need-to-know. 

 
• Access Enforcement -- Application and monitoring of access privileges. 

 
• Least Privilege -- Provision of the minimum tools required for a user to perform his/her function.  

 
• Unsuccessful Login Attempts -- MIS automatically locks the account until released by a System 

Administrator when the maximum number of unsuccessful attempt is exceeded. 
 

• Audit trails are generated by MIS applications.  The audit trails facilitate intrusion detection and 
are a detective control for identifying data misuse.  The MIS also is configured to protect audit 
information and tools from unauthorized access, modification and deletion.  Audit notifications are 
generated in response to pre-specified triggers.  

 
Auditing measures and technical safeguards employed by the Antitrust Division are: 
 

• Required by FISMA  
• Configured in accordance DOJ Order 2640.2E  
• Consistent with the FEA Security and Privacy Profile   

 

8.7 Describe what privacy training is provided to users either generally or specifically 
relevant to the functionality of the program or system?  

All employees are required to complete online information systems security training as part of annual 
training for DOJ employees.  A certificate of completion is logged for employees after successful 
completion of the training.  Also, new employees receive training on the use of particular MIS applications 
before they are granted access to the system.  Users are reminded periodically about Division policies in 
these areas and their requirements to comply with these policies. 
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8.8 Is the data secured in accordance with FISMA requirements?  If yes, when was 
Certification & Accreditation last completed? 

The data are secured in accordance with the DOJ schedule-driven implementation of FISMA 
requirements as recorded in the JMD Trusted Agent application.  The last Certification & Accreditation 
(C&A) was completed in 2003.  MIS is currently undergoing C&A with a target date of re-accreditation of 
December 2006. 
 

8.9 Privacy Impact Analysis: Given access and security controls, what privacy risks 
were identified and describe how they were mitigated. 

Privacy risks associated with unauthorized disclosure of information are mitigated through implementation 
of technical controls associated with need-to-know and least privilege, ensuring that users have no more 
privileges to data than required to effect their official duties.  In addition, deterrent controls in the form of 
warning banners, privileged rules of behavior, confidentiality agreements and auditing are in place.  
Finally, exit procedures for departing employees and contractors include the prompt disabling of accounts 
and access rights to all data. 
 
 

Section 9.0 
Technology 

9.1 Were competing technologies evaluated to assess and compare their ability to 
 effectively achieve system goals? 

Yes.  As the ATR Management Information System was initially developed many years ago, software 
tools were competitively identified to ensure the best and most cost effective products were chosen.  In 
subsequent years, as ATR has upgraded and improved its MIS, enhancements have been developed and 
deployed by ATR staff.  With all acquisitions of new or upgraded hardware, software or other products, a 
cost-benefit analysis has been performed in accordance with DOJ requirements.  MIS investments are 
pursued in accordance with the relevant provisions of the Department of Justice Systems Development 
Life Cycle Guidance and Federal Acquisition regulations.   
 

9.2 Describe how data integrity, privacy, and security were analyzed as part of the 
decisions made for your system. 

ATR implements data integrity controls to protect data from accidental or malicious alteration or 
destruction and to ensure that the information is accurate and has not been altered.  In addition, ATR 
employs an intrusion detection system to detect vulnerabilities, changes to the network, and traffic 
anomalies.  Further, ATR backs up data regularly and controls access to data stored in the MIS.  As part 
of ATR’s decision-making process regarding security, it performed a requirements analysis December 7, 
2001, under the direction of the DOJ Program Management Office (PMO).  This document outlined the 
business, functional and technical requirements for the ATR environment.  To ensure a secure 
environment, as well as to protect the integrity and availability of data, the requirements analysis identified 
the constraints and conditions adhered to during system deployment. 
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9.3 What design choices were made to enhance privacy?  

ATR’s security strategy includes protecting ATR assets from outside attackers as well as from internal 
security violations.  To protect personally identifiable and proprietary information, ATR implemented an 
incident response plan and a MIS computer security policy.  ATR also requires users to sign General 
User Rules of Behavior, which address accountability by requiring ATR personnel to protect any and all 
sensitive information stored or processed by ATR computer systems.  ATR also employs auditing 
controls, an intrusion detection system, secure router configurations, inactivity logouts and firewalls.  ATR 
installs security software on laptops to enhance the security of data. 
 

 

Conclusion 
 
MIS is used to process, store, and transmit information that supports Antitrust Division operations for 
management and support, and historic mission-specific purposes.  Securing this information and assuring 
its proper use is critical to the success of these operations.   
 
MIS applications are secured via access authorization, authentication rules, and audit controls.  These 
technical controls are supplemented by procedural controls such as Account Management Reviews, 
Rules of Behavior, Confidentiality Agreements, and Security Awareness and Training to mitigate risks 
regarding unauthorized access and subsequent potential privacy violations.   
 
ATR has consistently regarded the privacy ramifications of information that is processed, stored, and 
transmitted on MIS as critical in supporting antitrust enforcement activities and executive operations and 
pursues its security objectives through application of FISMA requirements and industry Best Practices.  
Management review, continual enhancement, and continuous monitoring of MIS technical and procedural 
controls are of the utmost importance in protecting privacy information while also ensuring that ATR 
maintains continuity in its operations.   
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Appendix A: ATR SORN 

 

SYSTEM TITLE 
DATE 

PUBLISHED
FEDERAL 
REGISTER 

ATR-001 Antitrust Division Expert Witness File 10-13-89 54 FR 42061 

ATR-003 Index of Defendants in Pending and 
Terminated Antitrust Cases 

10-10-95 60 FR 52690 

ATR-004 Statements by Antitrust Division Officials 
(ATD Speech File) 

10-10-95 60 FR 52691 

ATR-005 Antitrust Caseload Evaluation System 
(ACES) - Time Reporter 

10-17-88 53 FR 40502 

ATR-006 Antitrust Caseload Evaluation System 
(ACES) - Monthly Report 

02-20-98* 
03-29-01 

63 FR 8659* 
66 FR 17200 

ATR-007 Antitrust Division Case Cards 10-10-95 60 FR 52692 

ATR-009 Public Complaints and Inquiries File 11-17-80 45 FR 75902 

ATR-014 Civil Investigative Demand (CID) Tracking 
System 

10-10-95 60 FR 52694 

 
Last publication of complete notice 
Source: http://jmdint01.atrnet.gov/jmd/privacy/#ATR on date of issuance of this PIA. 


